How to Create Amazon S3 Event Scribe -
Notifications

Amazon S3 Event Notifications feature to receive notifications when certain events
happen in your S3 bucket.

Amazon S3 Event Notifications - Created By Lasantha

1 Navigate to AWS Management Console. https://aws.amazon.com/console/

2 Click "S3"

¢ Recently visited info : :: Cost and usage info

Current month costs Details

$31.43

Forecasted month end costs

$61 04 Up 3% over last month

Last month costs
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3  Click "Buckets"

a“_vf 233 Services Q L ® & Global v sanjeewa @ devopswithlasantha v

Eﬂ {w] @ MediaConvert (@) Amazon Pinpoint §B| AWSFIS &2 Application Composer ¢ AWS Elastic Disaster Recovery

Amazon S3 X Amazon S3 ®

» Account snapshot

Storage lens provides visibility into storage usage and activity trends.

2

View Storage Lens dashboard

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3 Buckets Info

Buckets are containers for data stored in 53. Learn i

5|

Block Public Access settings for L —

this account Create bucket

¥ Storage Lens

o}

4  Click "Create bucket"
SSE-KMS pricing

Bucket Key
Usi

Disable

® Enable

» Advanced settings

(i) After creating the bucket, you can upload files and folders to the bucket, and configure
additional bucket settings.

@ CloudShell Feedback Privacy Terms Cookie preferences
® 2023, Amazon Web Services, Inc. or its affiliates.
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5  Click "Properties"

533 Services Q ) L @ {e} Global v sanjeewa @ devopswithlasantha v

m MediaConvert (@ Amazon Pinpoint G5 AWSFIS &% Application Composer g3 AWS Elastic Disaster Recovery

®

Bu demo-s3-event-notification-lasantha%6
demo-s3-event-notification-lasantha96 .«

Objects Properfies Permissions Metrics Management Access Points

Objects (0)

re the fund

‘ Actions Create folder [f Upload

6  Click "Edit"
No event notihications
Choose Create event notification to be notified when a specific event occt

Create event notification

Amazon EventBridge

For additional capabilities, use Amazon EventBridge to build event-driven applications at scale using 53 event
notifications. |

‘Edit‘

ts in this

Transfer acceleration
Use an accelerated endpoint for faster data transfers. Learn i
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7  Click "Save changes"

Amazon EventBridge

For additional capabilities, use Amazon Euenmr idge to bulld event-driven applications at scale using 53 event
notifications. Learn mic 7 : ;.

Send notifications to Amazon EventBridge for all events in this bucket

Off
& On

8 Click "Create event notification"

Send a notification when specific events occur in your bucket.

Create event notification

Name Event types

No event notifications

Choose Create event notification to be notified when a specific event occu

Create event notification ‘

Amazon EventBridge

For additional capabilities, use Arnazon E nntBndqe to build event-driven applications at scale using 53 event
notifications. Lears A or ]

:nts in this b
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9  Click this checkbox.

Event types
Specify at least one event for which you want to receive notifications. For each group, you can choose an event type
for all events, or you can choose one or more individual events.

Obiject creation

[ | All object create events

Multipart upload

10 Click the "Name" field.

® Standard Info FIFO Info
At-least-once delivery, message ordering isn't First-in-first-out delivery, message ordering is
preserved preserved

« At-least once delivery « First-in-first-out delivery
+ Best-effort ordering = Exactly-once processing

You can't change the queue type after you create a queue.

Configuration info

@ CloudShell Feedback Privacy Terms Cookie preferences
® 2023, Amazon Web Services, Inc. or its affiliates.
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11 Type "DemoS3Notification"

12  Click "Create queue"

Tags - Optional info

A tag is a label assigned to an AWS resource. Use tags to search and filter your resources or track your AWS costs.

Key

Add new tag

[>) Cloudshell  Feedback

Value - optional

Q E

Remove

Privacy Terms Cookie preferences

® 2023, Amazon Web Services, Inc. or its affiliates.
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13 Click here.

aws 233 Services Q ) L ® & Ohio v sanjeewa @ devopswithlasantha v

a {w] m MediaConvert (@) Amazon Pinpoint §B| AWSFIS %2 Application Composer G) AWS Elastic Disaster Recovery

®

SNS subscriptions Lambda triggers Dead-letter queue Monitoring
Subscription region

i us-east-2

SNS subscriptions (0) info

‘ C Subscribe to Amazon SNS topic

[a s

14  Click "Access policy"

aws 233 Services Q ) L ® & Ohio v sanjeewa @ devopswithlasantha v

a {w] m MediaConvert (@) Amazon Pinpoint §B| AWSFIS %2 Application Composer G) AWS Elastic Disaster Recovery

®

Monitoring Tagging Hccess pplicy Encryption Dead-letter queu >

Subscription region

i us-east-2

SNS subscriptions (0) info

‘ C Subscribe to Amazon SNS topic

[a s
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15 Click "SQS queue"

can publish messages to a destnation, you must gran
principal the necessary permissions to call the relevant API to publish messages to an
SNS topic, an SQS queue, or a Lambda function. Learn mor

Destination

® SNS topic

SQS queue

Specify SNS topic
® Choose from your SNS topics

Enter SNS topic ARN

SNS topic

16  Click "Choose SQS queue"

Lambda function

a Lambda function scri

) SNS topic
® SQS queue
Specify SQS queue

® Choose from your SQS queues

Enter SQS queue ARN

5QS queue

Privacy Terms Cookie preferences

&

B aell  Feedback

® 2023, Amazon Web Services, Inc. or its affiliates.
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17 Click here.

Lambda function

a Lambda funct

) SNS topic

Specify SQS queue

® Choose from your SQS queues

Enter SQS queue ARN

5QS queue

Q |
i DemoS3Notification

aell Feedback Privacy Terms Cookie preferences
® 2023, Amazon Web Services, Inc. or its affiliates.

18 Click "Save changes"

inati

Lambda function

a Lambda funct

) SNS topic

& SQS queue

Specify SQS queue
® Choose from your SQS queues

Enter SQS queue ARN

5QS queue

DemoS3Notification

.

Cancel

E;] CloudShell Feedback Privacy Terms Cookie preferences
® 2023, Amazon Web Services, Inc. or its affiliates.
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19 Click "Edit"

Monitoring Tagging C licy Encryption Dead-letter queu »

Access policy (Permissions) info ‘ Edit ‘

Define who can access your queue.

"Version™: "2012-1@-17",
"Id": "_ default_policy ID",
"Statement”: [

__owner_statement”,

20 Click "Policy generator"

__owner_statement",
"Effect™: "Allow",
"Principal”: {
"AWS": "arn:aws:iam::932747549174:root”

: "arn:aws:sqs:us-east-2:932747549174 :DemoS3Notification”

X

Policy generator [

Redrive allow policy - Optional info

Identify which source queues can use this queue as the dead-letter queue.

B aell  Feedback Privacy  Terms
® 2023, Amazon Web Services, Inc. or its affiliates.
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21  Click this dropdown.

—-— LAA LA L I L e

AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services

For more information about creating policies, see key concepts in Using AWS Identity and Access Management. He

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an $3 Buck
VPC Endpoint Policy, and an SQS Queue Policy.

Select Type of Policy| [Sas Queue Policy v]

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in stal

Effect @® Allow O Deny

Principal |

Use a comma to separate multiple values.

AWS Service Amazon SQS A All €

22  Click the "Principal” field.

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an $3 Buck,

VPC Endpoint Policy, and an SQS Queue Policy.

Select Type of Policy |sQs Queue Policy v |

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in stal

Effect @ Allow O Deny

Principal || |

Use a comma to separate multiple values.
AWS Service Amazon SQS v All €

Use multiple statements to add permissions for more than one service.

Actions | -- Select Actions -- ¢ | ([ All Actions (')

Amazon Resource Name (ARN) | |

ARN should follow the following format: arn:aws:sgs:${Region}:${Account}:${QueueName
Use a comma to separate multiple values.

Add Conditions (Optional)

— e
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23 Type"*"

24  Click "-- Select Actions --"

weruLL By pPL W s vy | DGO WUBUR FUIILY Y|

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in stal

Effect @ Allow O Deny

Principal [

Use a comma to separate multiple values.

AWS Service Amazon SQS v [JAll g

Use multiple

atements to add permissions for more than one service.

Actions  -- Selec - ¢ (O All Actions ("*")

Amazon Resource Name (ARN) | |

ARN should follow the following format: arn:aws:sgs:${Region}:${Account}:${QueueName’
Use a comma to separate multiple values.

Add Conditions (Optional)

|' Add Statement \\ No Action selected. You must select at least one Actiol

-
<« |
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25 Click the "SendMessage" field.

LruLL By pPL U wnLy | DGO WUBUE FUILY Y

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in stal

Effect @ Allow O Deny

Principal [

Use a comma to separate multiple values.

AWS Service  Amazon SQS v All €
Use multiple statements to add permissions for more than one service.
Actions - Select Actions -- ¢ (O All Actions ("*')
() PurgeQueue
() ReceiveMessage

s

Amazon Resource Name (ARN)

(-} RemovePermission ${Region}:${Account}:${QueueName
(] SendMessage
£ setQueueAttributes
() StartMessageMoveTask
() TagQueue
() UntagQueue -

1 must select at least one Actiol

26 Click here.

LrLLL B L U vy | DD WUEUR FUILY Y

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in stal

Effect @ Allow O Deny

Principal [

Use a comma to separate multiple values.

AWS Service  Amazon SQS v All €

Use multiple statements to add permissions for more than one service.

Actions 1 Action(s) Selected ¢ (O All Actions ('*')
() PurgeQueue

s

Amazon Resource Name (ARN) () ReceiveMessage

(") RemovePermission ${Region}:${Account}:${QueueName
SendMessage

) setQueuettributes
() StartMessageMoveTask
() TagQueue
(7] UntagQueue - b

alid. You must enter a valid ARN
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27 Right-click the "Amazon Resource Name (ARN)" field.
A statement is the formal description of a single permission. See a description of elements that you can use in stal

Effect @® Allow O Deny

Principal |*

Use a comma to separate multiple values.

AWS Service  Amazon SQS v All €

Use multiple statements to add permissions for more than one service.

Actions 1 Action(s) Selected ¢ | (O All Actions ("*')

Amazon Resource Name (ARN) | |
ARN.should follow the following format: arn:aws:sgs:${Region}:${Account}:${QueueName’

Use a comma to separate multiple values.

Add Conditions (Optional)

Add Statement Resource field is not valid. You must enter a valid ARN

Step 3: Generate Policy

A policy is a document (written in the Access Policy Language) that acts as a container for one or more statements

Add one or more statements above to generate a policy.

Made with Scribe - https://scribehow.com
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28  Click this button.

Use a comma to separate multiple values.

AWS Service Amazon SQS v [JAIlES

Use multiple statements to add permissions for more than one service.

Actions 1 Action(s) Selected ¢+ (O All Actions ('*")

Amazon Resource Name (ARN) |arn:aws:sqs:us—east-2:9327|

ARN should follow the following format: arn:aws:sqgs:${Region}:${Account}:${QueueName
Use a comma to separate multiple values.

Add Conditions (Optional)

Step 3: Generate Policy

A policy is a document (written in the Access Policy Language) that acts as a container for one or more statements

Add one or more statements above to generate a policy.

This AWS Policy Generator is provided for informational purposes only, you are still responsible for your use of Amazon Web Services technol
compliance with all applicable terms and conditions. This AWS Policy Generator is provided as is without warranty of any kind, whether expres
Generator does not modify the applicable terms and conditions qoverning your use of Amazon Web Services tect ™

29 Click "Generate Policy"

You added the following statements. Click the button below to Generate a policy.

Principal(s) Effect Action Resource
Wik Allow « 505:SendMessage arn:aws:sqs:us-east-
2:932747549174:DemoS3Notification

Step 3: Generate Policy

A policy is a document (written in the Access Policy Language) that acts as a container for one or more statements

Start Over

This AWS Policy Generator is provided for informational purposes only, you are still responsible for your use of Amazon Web Services technol
compliance with all applicable terms and conditions. This AWS Policy Generator is provided as is without warranty of any kind, whether expres
Generator does not modify the applicable terms and conditions governing your use of Amazon Web Services tect

©2010, Amazon Web Services LLC or its affiliates. All rights reserved.

An amazoncom. company

<« | 4

1
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30 Click "Save"

Cancel E

© 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms

31 Click "Queues"

wan = -
aWws 3 senies | Q
B 2 :& MediaConvert (@) Amazon Pinpoint 3! AWSFIS %3 Application Composer 43| AWS Elastic Disaster Recovery

= (® Saved configurations for queue DemoS3Notification successfully.
You can now send and receive messages.

7Ol \ Queues DemoS3Notification

DemoS3Notification

Details info

DemoS3Notification

Amazon SQS key (SSE-SQS) https://sqs.us-east-
2.amazonaws.com/932747549174/Dg

Made with Scribe - https://scribehow.com



32 Click "DemoS3Notification"

Queues (1)

Name Type v Created Messages available

DemoS3Notification Standard 2023-10-18T21:50+05:30 0

33 Click "Send and receive messages"

L ® & Ohio v sanjeewa @ devopswithlasantha v
CloudFront CodePipeline [@7] 1aM &gl vec AW Lambda <)l API Gateway €& CloudWatch W@ Elastic Kuber >
0 Q ;

®

‘ Edit H Delete H Purge H Send and receive messages

arn:aws:sqs:us-east-2:932747549174:DemoS3Notification

Dead-letter queue

DemoS3Notification

Made with Scribe - https://scribehow.com
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34 Click "Poll for messages"

Edit poll settings Poll for messages

mum me e count Polling prog

35 Click "779c268f-9cca-40ed-9596-badea8584177"

» Message attributes - Optional Info

Receive messages info

railable Polling duration

Messages (1)

1D

779c268f-9cca-40ed-9556-badea8584177 2023-10-18T21:56+(

[33J Cloudshell  Feedback
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36 Click "Attributes"

Message: 779c268f-9cca-40ed-9596-badea8584177

Body Attributes Details

{"Service":"Amazon S$3","Event™."s3:TestEvent”,"Time":"2023-10-18T716:26:33.004Z","Buc
notification-

lasantha96","Requestid":"C7D9HJ2AJXS4CHBA", "Hostld":"i2x27Uz++k2AwZc60MQjbGF.

37 Click "Buckets"

WS EE senices | Q

B 2 :& MediaConvert (@ Amazon Pinpoint @/ AWSFIS % Application Composer g3 AWS Elastic Disaster Recovery

= (@ Successfully created event notification "DemoEventNotification™.
Operation successfully completed.

Buckets demo-s3-event-notification-lasantha96

demo-s3-event-notification-lasantha96 .«

Permissions Metrics Management Access Points

Bucket overview

ast (Ohio) us-east-2

arn:aws:s3::demo-s3-event-notifica
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38 Click "demo-s3-event-notification-lasantha96"

AWS Region

e e O b TP P L SR TE

US East (N. Virginia) us-east-1

US East (Ohio) us-east-2
US East (Ohio) us-east-2
US East (Ohio) us-east-2
US East (Ohio) us-east-2
US East (Ohio) us-east-2
US East (Ohio) us-east-2
US East (Ohio) us-east-2
US East (Ohio) us-east-2
US East (N. Virginia) us-east-1
US East (Ohio) us-east-2
US East (N. Virginia) us-east-1

US East (Ohio) us-east-2

39 Click "Upload"

Actions v Create folder

Last modified

No objects

You don't have any objects in this bucket.

1] 'Upload

Made with Scribe - https://scribehow.com
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40 Click "Add files"

want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon

op files and folders you want to upload here, or choose Add files or Add folder.

Add files Add folder

e will be uploaded.

Folder Type

No files or folders

You have not chosen any files or folders to upload.

41 Click "Upload"

Type Size

image/jpeg 657.4 KB

pecified destination.

Cancel

Made with Scribe - https://scribehow.com
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42 After Uploading the file to S3, you can check it in SQS. You can see new message
visible included with new uploaded file details.

43 Thank You!!

Made with Scribe - https://scribehow.com
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