AWS VPC Flow Logs Scribe -
Creation

Step By Step Guide - Created By Lasantha

1 Navigate to us-east-2.console.aws.amazon.com/console/home?r...

2  Click "CloudWatch"

E -@- @ Ohio » sanjeewa @ d
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[ Reset to t-i.efau-l.t -!.ayout l - + m:ldwldgets
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3  Click "Log groups"

Favarites and recents | 3 7 i . :
Overview v iter esou g v @ ir

Dashboards

¥ Alarms A2@s0o0 Get started with CloudWatch

v alak You don't have any alarms, metrics or default dashboard. Once you set them up they will be

R i

L

Dups

Set alarms on any of your metrics to Create and name any CloudWatch
Logs Insights receive notification when your metric dashboard CloudWatch-Default to
crosses your specified threshaold. display it here.
v Metrics Create alarms [A Create a default dashboard [A
All metrics
Explorer
SN Get started with Application Insights  infa

Set up monitoers and dashboards to detect issues and resolve problems with enterprise a
v X-Ray traces

4  Click "Create log group"

() Vol @ Ohio = sanjeewa @ devopswithlasantha w

VPC [l Lambda  [F APIGatewsy & CloudWatch [ Elastic Kubermnetes Service BV DynamoDB & Cloud9  P5 CodeCommit [ >

ﬂ Actions ¥ View in Logs Insight: - |-

| Exact match 1 > e
v | Datapr... ¥ Sensitiv... ¥ Retention w Metric fi... v Contrib... w Subseri... v
(=) Inactive - 1 day - - -
©) Inactive - Never expire - - -
(=) Inactive - Mever expire - - -
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5  Click the "Log group name" field.

) X CloudWatch > Loggroups > Create log group

ecents | 3

Create log group

A2@s6@o0 Log group details

Log group name

Retention setting

Mever axpire

KMS key ARN - aptional

Taas

6  Type "vpcflowlogs"
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7  Click "Create"

fces resource, Each tag consists of a key and an optional value. You can use tags to
Neb Services costs.

Cancel L Cr '“

azon Web Services, Inc, or its affiliates.

8  Click"vpPC"

| ]

@ CloudFront 5] CodePipeline  [EF 1 iPC | Bl Lambda Tl APl Gateway &) CloudWatch || Elastic

gs" has been created.

g groups

1 | &) | I Actions
oad up to 10000 log groups.

ips or try prefix search ‘ [] Exact match

ip v | Datapr.. w | Sensitiv.. ¥ Retention
1bda/ResumeAPI O Inactive - 1 day
wbelafVisitorCount ) Inactive - Never expire
-Blog-Web-Logs & Inactive - Mever expire
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9  Click "Create VPC"

[Alt+5]

45 AWS FIS &5 Application Composer  [§@] AWS Elastic Disaster Recovery [ 53 @ CloudFront & CodePipeline 5 1AM
o3 ery |5 3 pe

VPC dashboard b o
ﬁ-;- v F':‘Il [ Launch ECZ Instances
ECZ2 Global View [ new

Naote: Your Instances will launch in the US East region,

Filter by VPC:
Select a VPC v Resources by Region C Refresh Resources
¥ \irtual private cloud You are using the following Amazon VPC resources
Your VPCs New
""" VPCs us gast 1 MNAT Gateways
Subnets See all regions * See all regions
Route tables )
Internet gateways Subnets us East 3 WPC Peering Connections
. See all regions ¥ See all regions »
Egress-only internet
gateways
i R o Tabl US East M k A
DHCP option sets : oute a_:' es 5 East 1 etwaor _ CLs
See all regions See all regions w

[ PRI

10  Click "VPC only"

VPL » YourVPLs » Create VPC

Create VPC i

AVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances. Mouse over a resource

VPC settings :
Preview
Resources to create  Info
Create only the VPC resource or the VPC and other networking resources.
) VPC only | ‘ © VPC and more WPC Show details

— Your AWS virtual network

Mame tag auto-generation Infa project=vpc
Enter a value for the Name tag. This value will be used to auto-generate Name
tags for all resources in the VRC.

Auto-generate

project

IPv4 CIDR block Info
Determine the starting IP and the size of your WPC using CIDR notation.
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11  Click the "Name tag - optional" field.

[Alt+S]

1| Application Composer 8] AWS Elastic Disaster Recovery 8| 53 '@ CloudFront 55 CodePipeline B 1AM

Create only the VPC resource or the VPC and other networking resources.

O VPConly | ) WPC and more

Mame tag - optionol
Creates a tag with a key.of 'Name' and a value that you specify.

my=vpec=07

IPv4 CIDR block Info
© Pvd CIDR manual input
1 IPAM-allocated IPvd CIDR block

IPv4 CIDR

10.0.0.0/24

IPvG CIDR block Info

© Mo IPvi CIDR block
1 IPAM-allocated IPvE CIDR block

12  Type "flowlogsvpc"
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13 Click the "IPv4 CIDR" field.

- P} |

Mame tag - optional

Creates a tag with a key of 'Name' and a value that you specify.

‘ flowlogsvpd

IPv4 CIDR block Infe

© |Pvd CIDR manual input
(7 IPAM-allocated IPv4 CIDR block

IPvd CIDR

10.0.0.0

IPv6& CIDR block Info

© Mo IPvE CIDR block

1 IPAM-allocated IPvé CIDR block
) Amazon-provided IPv6 CIDR block
) |PvE CIDR owned by me

Tenancy Info

Default

14  Type "10.1.0.0/16"
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15 Click "Create VPC"

‘ach tag consists of a key and an optional value. You can use tags to search and filter

Value - optional

Q, flowlogsvpe * Remove

Cancel l{ r:_-.:.r-.-_-m

16  Click "Internet gateways"

B Ec2 8 AWSFIS ¥ Application Composer [ AWS Elastic Disaster Recovery 8 53 @] CloudFront & CodePipeline 1 1AM
| Setect a VPC

L J i
| () You successfully created vpc-024453f85a50ecd37 / flowlogsvpe

w Virtual private cloud

Your VPCs Mew VPC » Your VPCs » vpc-024453f85a50ecd37
Subnets
vpc-024453f85a50ecd37 / flowlogsvpc
Route tables
afaays Details info
Egress-only internet
gateways VPC ID State
- g :
DHCP option sets vpc-024453f85a50ecd37 () Available
Elastic IPs Tenancy DHCP option set
Managed prefix lists Default dopt-00eb?560
Endpaoints Default VPC IPv4 CIDR
Endpaoint services Mg 10,10, 15
MAT gateways Metwork Address Usage metrics Route 53 Resolver DMNS Firewall rul
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17  Click "Create internet gateway"

= Fa @ Chio v sanjeewa @ devopswithlasantha w

VPC [l Lambda [Ff APIGateway & CloudWatch @ Elastic Kubemetes Service ‘B DynamoDB & Cloud9 |5 CodeCommit [§

‘ &) H Actions w | m L net

v VPCID v Owner v

ed vpc-70bd381b | Default VPC 932747549174 ‘

| S == R 1]

18 Click the "Name tag" field.

Create internet gateway i«

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Mame tag
Creates a tag with a key of 'Name' and a value that you specify,

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs,

Mo tags associated with the resource.

AAA s mann

Made with Scribe - https://scribehow.com



19  Type "flowlogsIGW"

20 Click "Create internet gateway"

alue that you specify.

resource, Each tag consists of a key and an optional value. You can use tags to search and filter

Value - optional

b4 Q, flowlogsIGW 4 Remove

Cancel
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21

VPC

Click

|8 Lambda

"Actions"

£l API Gateway

B & @  Ohov

&4 CloudWatch @ Elastic Kubernetes Service

can now attach to a VPC to enable the VPC to communicate with the internet.

VPCID

Owner

' DynamoDB

932747549174

sanjeewa @ devopswithlasantha w

& Clouds b5 CodeCommit [§ >

Attach to a VPC b 4 @

Actions ¥ ]

22

| VPC

Click "Attach to VPC"

[ Lambda

i1 AP Gateway

L @ Chio =

& CloudWatch [ Elastic Kubemnetes Service

can now attach to a VPC to enable the VPC to communicate with the internet,

WREC ID

Owner

B DynamoDB

932747549174

Manage tags I

1 \ Fread

sanjeewa (@ devopswithlasantha =

& Clouds T4 CodeCommit [§ >

Attach to a VPC e ©

Actions A

Manage tags

Delete
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23 Click the "Available VPCs" field.

Attach to VPC (igw-00ebb5e59706e03fb) i

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

Ot Select o VAL

P AWS Command Line Interface command

Cancel

24  Click "vpc-024453f85a50ecd37 - flowlogsvpc"

Attach to VPC (igw-00ebb5e59706e03fb) .

VPC

Attach an internet gatewsy to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC

Q Select o VPC

vpc-024453f855 5020037 - flowlogsvpe
B AWS Command Ling Interface command

Cancel

Made with Scribe - https://scribehow.com
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25 Click "Attach internet gateway"

2 to enable the WPC to communicate with the internet. Specify the VPC to attach below.

VPC

face command

26 Click "Route tables"

WPC dashboard »

EC2 Global View [} wew
Filter by VPC: VPC » Internet gateways » igw-00ebb5e59706e03fb

igw-00ebb5e59706e03fb / flowlogsIGW

Select a VPC v |

¥ Virtual private cloud

R VPCs N H
b L o Details nfo

Subnets
& tables Internet gateway D State
Internet gateways 3 igw-00ebb5e55706e03fh @ Attached
Egress-only internet
gateways
DHCP option sets Tags
Elastic IPs Q, search tags
Managed prefix lists Key | value
Encdpinits Mame flowlogsIGW

Erndnaint caruirac
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27 Click "Select a VPC"

AWS FIS 5| Application Composer

VPC dashboard >

EC? Global View [& ne | Q Fi

| AWS Elzstic Disaster Recovery

Route tables (2) infe

nd resources by attribute or tag

& s3

[Alt+5]

@ CloudFront 5| CodePipeline

B LAM

Filter by VPC: O

Select a VPC v | i
w Virtual private cloud L
FRHCNCS
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets

Name

v

Route table ID
rth=-0e4B83c6d66e0ba320

rtb-4d0e4326

[l EEEHERT 7

28  Click "flowlogsvpc"

-

WPC dashboard »

Route tables (Z) infa

EC2 Global View [A e QL Fir

wl resources by attribute or tag

Filter by WVPC:

Select a VPC a

Q |

Vpc- q
M 024453F05550ecd37
~ flowlogs

Owner; 932 349174

vpC-70bd331h
L Default_vec
Orwmer: 932747549174

e LA Ty i o s

gateways

DHCP option sets

Name

v

Route table ID
rth-0edB3cbdEEe0ba3i20

rtb-4d0ed326

v |

Exg

Elastic IPs

Managed prefix lists Selecta

route table
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29  Click "rtb-0e483c6d66e0ba320"

bearch [alt+5] |

cation Composer %8 AWS Elastic Disaster Recovery 8 53 &l CloudFront &) CodePipeline B 1aM 5] vee  [§l] Lambda ] API Gatg

Route tables (1) info

Q, Find resources by attribute or tag

| vpe-024453185a50ecd37 | X |

Clear filters

O Name ¥ | Route table ID % | Explicit subnet associati... | Ec

- A3cedebedbaz 2?0 - -

30 Click "Edit routes"

Explicit subnet associations Edge associations
Tags
Edit routes
Both v 1 ,@}
v Status 7 Propagated 4
(@) Active No
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31 Click "Add route"

Edit routes

Destination Target

10.1.0.0/16 Q. local

| Add route j

32 Click this search field.

VPC » Route tables » rtb-0e483c6d66e0ba320 » Edit routes

Edit routes

Destination Target
10.1.0.0/1186 Q. local
Q Q

Add route

Made with Scribe - https://scribehow.com
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33 Click here.

Edit routes

Destination

10.1.0.0/16

Q

| 0.0.0.0/C
[ n_o.n.nfé.

0.0.0.0/16
0.0.0.0/24
0.0.0.0/32
=0
16
HEY
af48

34 Click this search field.

ed4B83c6deee0ba320 » Edit routes

Target

Q, local

X Q

Made with Scribe - https://scribehow.com
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Q

Status

(&) Activ
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35 Click "Internet Gateway"

| @ local w | @ Acti

x Q -
Core Metwork
Egress Only Internet Gateway

Gateway Load Balancer Endpoint

Instance

Internet Gatzway

local

MAT Gateway

Metwork Interface
Outpost Local Gateway
Peering Connection
Transit Gateway

Virtual Private Gateway

36 Click "igw-00ebb5e59706e03fb (flowlogsIGW)"

Target Status
Q, local 5 (@) Active
X | | Q igw- [ =
igw-00ebb5e55 705003 fh (flowlogsIGW) |
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37

Click "Save changes"

STATUS rropagartea
w | @ Active No
b4 = Mo Remove

38

Click "Subnets"

(©) Updated routes for rtb-0e483c6d66e0ba320 successfully

WPC dashboard b4
» Details
EC2 Global View [A new i
Filter by VPC:
iSE.,ue,_,mvpc v | VPC » Routetables > rtb-Oed83¢GdG6e0ba320

w Virtual private cloud

rtb-0e483c6d66e0ba320

YourWPCs New ‘

L5

{2 You can now check network connectivity with Reachability Analyzer

Route tables

Internet gateways Details info

Egress-only internet
qateways Route table ID

DHCP option sets rth-0ed83c6d66e0ba320

Elastic IPs VPO

Managed prefix lists vpr-024453f85a50ecd3? | flowlogsvpc

Main
Yes

Crwvner 1D
R 932747549174

Made with Scribe - https://scribehow.com
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39 Click "Create subnet"

= Fa @ Chio v sanjeewa @ devopswithlasantha w

| vPC [l Lambda E API Gateway & CloudWatch [ Elastic Kubemetes Service B DynamoDB & Cloud9  f5 CodeCommit [§

I C || Actions w ' m | @

1 &

VPC = IPv4 CIDR v 1Pv6 CIDR v Available

40 Click "Select a VPC"

WPC » Subnets » Create subnet

Create subnet i

VEC

VPCID

Create subnets in this VPC

Select a VPC v

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Select a VPC first to create new subnets,

Made with Scribe - https://scribehow.com
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41 Click"10.1.0.0/16"

Create subnet

VPC

VRCID
Create subnets in this VP

Select o VPC A
— Q|

vpc-024453f85a50ecd3 7 (flowlogsvpe)
10.1.0.0/16

vpc-70bd381h (Default_VPC) (default)
172.31.0.0/16

Select a VPC first to create new subnets.

Add new subnet

Cancel

42 Click the "Subnet name" field.

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' arft & +=lue that you specify.

my-submet-01

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose cne for you.

| Mo preference v ‘

IPv4 CIDR block Info

| Q. 70.0.0.0/24 ‘

w Tan< - nntinnal

Made with Scribe - https://scribehow.com



43 Type "flowlogssubnet1"

44  Click "No preference"

Subnet 1 of 1

Subnet name

Create a tag with a key of 'Mame’ and a value that you specify.

flowlogssubnet|

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose cne for you.

Mo preference

IPv4 CIDR block info
| Q 100.0.0/24

¥ Tags - optional
Key

Value - optional

| Q. Mame

x | | Q, flowlogssubneti

X‘ | Remove

Made with Scribe - https://scribehow.com
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45 Click "US East (Ohio) / us-east-2a"

Create a tag with a key of 'Mame' and a value that you specify.

| flowlogssubnet1

The name can be up to 256 characters long.

Availability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you.

Mo preference

Q

Mo preference

v

U5 East (Ohio) f us-eg=i-2a
10 use2-azl

us-2ast-2

US East (Ohio) / us-east-2b
ID: use?-az2

US East (Ohio) f us-east-2c
1D use2-az3

us-east-2

us-east-2

Remove
|

U ITEY Ly

You can add 49 more tags.

46 Click the "10.0.0.0/24" field.

Subnet name

Create a tag with a key of 'Name’ and a value that you specify.

flowlogssubnetl

The name can be up to 256 characters long.

Aovailability Zone Info

Choose the zone in which your subnet will reside, or let Amazon choose one for you,

| U5 East (Ohio) f us-east-2a

IPv4 CIDR block Info

Ty 11 A AA
| Q. 70.0.0.0/24

¥ Tags - optional
Key

Value - gptional

| Q. Mame

X | | Q, flowlogssubnet

)(‘ | Remove

Add new tag

ou can add 49 more tags.

Remove

Made with Scribe - https://scribehow.com
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47 Click the "10.0.0.0/24" field.

Subnet name
Create a tag with a key of 'Mame' and a value that you specify.

flowlogssubneti

The name can be up to 256 characters long.

Availability Zone Info
Choaose the zone in which your subnet will reside, or let Amazon choose ene for you.

| US East {Ohio) / us-east-2a ¥ ‘

IPvd CIDR block Info
| Q. 10.1.0.0/16 X |

¥ Tags - optional

Key Value - optional

|_Q Mame X | | Q, flowlogssubnet1 X_‘

fou can add 49 more tags.

Remove

48 Type "1.1.0/24"
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49 Click"10.1.1.0/24"

Create a tag with a key of 'Name' and a value that you specify.

| flowlogssubnetl

The name can be up to 256 characters long.

Availability Zone Info
Choaose the zone in which your subnet will reside, or let Amazon choose one for you.

S East (Ohio) / us-east-2a v

IPvd CIDR block Info

Q, 10.1.1.0/24 4

10.1.1.€
T L LT

Key Value - optional

| C, Mame 4 | | Q, flowlogssubnet? b4 ‘ Remove
Add new tag

You can add 49 more tags.

.— Remove

50 Click "Create subnet"

v ]

Value - optional

| [ fondogeribrts x]

Made with Scribe - https://scribehow.com
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51 Click "Your VPCs"

ﬂ ECZ2 &8 AWSFIS & Application Composer 65| AWS Elastic Disaster Recovery 8] 53 @ CloudFront 5 CodePipeline B 1AM

VPC dashboard ® You have successfully created 1 subnet: subnet-061b9fd27c3355dca

EC2 Global View [ wew

Subnets (1) info

Filter by VPC:
Select a VPC v | Q
T | Subnet ID: subnet-061b9fd27c3355dca X | | VPC: vpc-024453f85a50ecd37 X |
PCs New
""" Name v Subnet ID v State %
Subnets
Raute tables flowlogssubnet subnet-061b9fd27c3355dca (&) Available

Internet gateways

Egress-only internet
gateways

DHCP option sets

Elastic IPs

Bl o R R

52 Click this checkbox.

B ecz2 % awsFis % Application Composer 53] AWS Elastic Disaster Recovery [ 53 /@] CloudFront & CodePipeline [ 1AM

WPC dashboard X Your VPCs (2) nfo
EC2 Global View [ wow
Q
Filter by WVPC:
Solect a VEC - | | VPC ID: vpe-024453F35a50ecd37 | | Clear filters
¥ Virtual private cloud Name v VPCID v 5t
Your VPLs New flowlogsvpc vpc=024453f85a50ecd37 (&)
Subnets Default_VPC vpc-70bd381b ©)]
Route tables -

Internet gateways

Egress-only internet
gateways

DHCP option sets 4

Elastic IPs
Select a VPC above

Mananad nrafiv lictc
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53 Click here.

= Fa @ Chio v sanjeewa @ devopswithlasantha w

| vPC [f] Lambda [EJ APIGateway @ CloudWatch [ Elastic Kubernetes Service P DynamoDB ‘& Cloud® {5 CodeCommit [§ >

[ Actions v | [ createvpe | | ®

g RS {5}
ite v IPv4 CIDR v IPve CIDR v DHCP option set v Mz
Available 10.1.0.0/16 = dopt-00eb7 56k rtk
Available 172.31.00/16 - dopt-00eb7 56k rtk

54  Click "Create flow log"

() Vol @ Ohio = sanjeewa @ devopswithlasantha w

| vpC [l Lambda [l APIGateway @] Cloudwatch [l Elastic Kubemetes Service B DynamoDB & Cloud9 75 CodeCommit  [§ >

| &} || Actions & '. Create \.!t.’.'l: ]

| Create flow log |

Edit VPC settings

Edit CIDRs

te v IPv4 CIDR v IPve CIDR 5 Mz
Manage middlebox routes

Available 10.1.0.0/16 =) rtk
Manage tags

Available 172.31.00/16 - rtk
Delete VPC

Made with Scribe - https://scribehow.com 27



55 Click the "Name - optional" field.

Name 4 Resource ID 7 State

flowlogsvpc vpo-024453f85a50ecd37 ) Available

Flow log settings

Mame - optional

Filter
The type of traffic to capture (accepted traffic only, rejected traffic only, or all traffic).

Accept
Reject

O All

Maximum aggregation interval Info
The maximum interval of time during which a flow of packets is captured and aggregated into a flow log record.

10 minutes
1 minute

56 Type "flowlog1"

Made with Scribe - https://scribehow.com
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57  Click "Accept"

....... g e L = W AL T

Flow log settings

Mame - optional

flowlog

Filter
The typa.of traffic to capture (accepted traffic only, rejected traffic only, or all traffic).

) “Reject

0O Al

Maximum aggregation interval Info
The maximum interval of time during which a flow of packets is captured and aggregated into a flow log record.

D 10 minutes
1 minute

Destination

The destination ta which to publish the flow log data.
M Senrd ta ClaodWateh | ang

58 Click "1 minute"

Filter
The type of traffic to capture (accepted traffic only, rejected traffic anly, or all traffic).

O Accept
) Reject
oAl

Maximum aggregation interval Infe
The maximum interval of time during which a flow of packets is captured and aggregated into a flow log record.

0 10 minutes

| minute

Destination
The destination to which to publish the flow leg data.

O Send to CloudWatch Logs
~ Send to an Amazon 53 bucket
' Send to Kinesis Firehose in the same account
' Send to Kinesis Firehose in a different account

Destination log group  Infe
The name of an existing log group or the name of a new log group that will be created when you create this flow log. A new log stream is
created for each manitored network interface,

Made with Scribe - https://scribehow.com



59 Click here.

Destination
The destination to which to publish the flow log data.

© Send to CloudwWatch Logs
7 Send to an Amazon 53 bucket
' 5end to Kinesis Firehose in the same account

0 Send to Kinesis Firehose in a different account

Destination log group  Info
The name of an existing log gresp.or the name of a new log group that will be created when you create this flow log. A new log stream is
created for each monitored Aesworkinterface,

aQ

1AM role Infa
The 1AM role that has permission to publish to the Amazon CloudWatch log group. Set up permissions [

:

Log record format
Specify the fields to include in the flow log record.

O AWS default format

Custom format

60 Click the "Destination log grouplnfo" field.

Destination
The destination to which to publish the flow log data.

© Send to Cloudwatch Logs
7 Send to an Amazon 53 bucket
Send to Kinesis Firehose in the same account

i Send to Kinesis Firehose in a different account

Destination log group Info
The name of an existing log group or the name of a new log group that will be created when you create this flow log. A new log stream is
created for each monitored network interface,

Q| | L]

faws/lambda/Resumes Pl

Jawsflambda/VisitorCount A

Personal-Blog-Web-Logs

vpeflowlogs
Log record format
Specify the fields to include in the flow log record.
O AWS default format

) Custom format

Cmrmva s b wmrsia il don
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61 Click here.

Send to Kinesis Firehose in the same account
Send to Kinesis Firehose in a different account

Destination log group  Info
The name of an existing log group or the name of a new log group that will be created when you create this flow log. A new log stream is
created for each monitored network interface.

Q,

fawsflambda/ResumeaP|

fawsflambda/VisitorCount ]

Personal-Blog-Web-Logs |a
. vpcflowlogs | )

Log record format
Specify the fields to include in the flow log record.

O AWS default format
Custom format

Format preview

{version} ${account-id} ${interface-id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} Copy

protocol} ${packets} ${bytes} ${start} ${end} 2{action} 2{log-status}

[>) CloudShell  Feedback  Language

62 Click here.

Send to Kinesis Firehose in the same account

Send to Kinesis Firehose in a different account

Destination log group Info
The name of an existing log group or the name of a new log group that will be created when you create this flow log. A new log stream is
created for each manitored network interface,

Q, wpcflowlogy x‘ [ C ‘

1AM role Info
The 1AM role that has permissicn to publish to the Amazon CloudWatch log group. Set up permissions [

'

Log record format
Specify the fields to include in the flow log record.

O AWS default format

Custom format

Format preview

{version} ${account-id} %{interface-id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} [P Copy

protocol} S{packets) ${bytes} ${start} ${end} Saction]} ${log-status}
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63 Click this button.

the same account

a different account

r the name of a new log group that will be created wihen you create this flow log. A new log stream is
interface.

publish to the Amazon CloudWatch log group. Set up permissions B

ow log record

terface-id} ${srcaddr} ${dstaddr} 3{srcport} ${dstport} Copy

:} ${start} 1d} #{action} %{log-status}

64 Click here.

ecretsmanager-role-vi
ervice-role-vQ
\ccessRole

this flow log. A new log stream is
e5erviceRole-us-east-2-Personal-Blog-Web-Pipeline

ole I?:

“orAmazonEks

‘orAmazonEKSNodegroup o

clude in the flow log record,
irmat

wunt-id} ${interface-id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} Copy

ckets} S{bytes} {start} ${end} ${action} ${log-status}
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65 Click here.

Send to an Amazon 53 bucket
Send to Kinesis Firehose in the same account

Send to Kinesis Firehose in a different account

Destination log group Info
The name of an existing log group or the name of a new log group that will be created when you create this flow log. A new log stream is
created for each manitored network interface,

Q, wvpcflowlogs X I i
2 flo X

vpc-flow-logs-ro B

Log record format
Specify the fields to include in the flow log record,

© AWS default format
Custom format

Format preview

[version} ${account-id} ${interface-id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} l Copy

protocol} S{packets) ${bytes) ${start} ${end} Haction} ${log-status}

66 Click "Create flow log"

1 R UM LI T P LRI L PSS | LF wupy
{action} ${log-status} '

g consists of a key and an optional value. You can use tags to search and filter

g - optional

flowlog1 b 4 . Remove
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67 Click here.

48 AWS FIS %5 Application Composer  [§@] AWS Elastic Disaster Recovery [ 53 @ CloudFront &5 CodePipeline 5 1AM

WPC dashboard () Successfully created flow log for vpc-024453fB5a50ecd37.

ECZ Global View [& new

Your VPCs (1/1) info

Filter by VPC:
| Selecta vPC v Q

w Virtual private cloud | VPC ID: vpc-024453f85a50ecd3? X | | Clear filters

Your VPCs New
Name v VPCID v st
Subnets

Route tables | flowlogsvpc vpc-024453f85a50ecd37 @

Internet gateways

Egress-only internet
gateways

DHCP option sets

[l EEEHERT 7

68 Click "Instances"

@ Mew EC2 Experience %

Tell us what you think

Resources

EC2 Dashboard

You are using the following Amazon EC2 resources in the US East (Ohio) Region;
EC2 Global View
Events Instances (running) 0 | Auto Scaling Groups

Limits
Elastic IPs (@] Instances

¥ Instances

Load balancers g Placement groups
Ins
Instance Types Snapshots g Volumes
Launch Templates
Spot Requests @ Easily size, configure, and deploy Microsoft SQL Server Always On availability gro

Savings Plans Wizard for SQL Server. Learn more

Reserved Instances

Dedicated Hosts
Launch instance Service he

Capacity Reservations
To get started, launch an Amazon EC2 instance, which is a virtwal server in —r—
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69 Click "Launch instances"

= Fa @ Chio v sanjeewa @ devopswithlasantha w

VPC [l Lambda [E APIGateway & CloudWatch [ Elastic Kubemetes Service B DynamoDB & Cloud9 b5 CodeCommit

] “onnect ‘ Instance state ¥ | | Actions ¥ | . nch _ v
| <1y ®
1D | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarm status | Availal
3049c9acadfc © Stopped @G, t3.large - Mo alarms + us-gas!
lefScaeacfab S stopped  @E t3.medium - Mo alarms + us-east
> =
@ X

70 Click the "Name" field.

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags infe

Name

e.g. My Web Server Add additional tags

¥ Application and OS Images (Amazon Machine Image) info

An AMI is & template that contains the software configuration (operating system, application server, and applications) required to
launch your instance, Search or Browse for AMIs if you don't see what you are looking for below

Q. Search our full catalog including 1000s of application and OS5 images
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71  Click the "Name" field.

Launch an instance i

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Mame

kg My Web Server Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AMI is 3 template that contains the software configuration (operating system, application server, and applications) required to
launch your instance. Search or Browse for AMls if you don't see what you are looking for below

Q. Search our full cataleg including 10005 of application and OS images

72  Type "flowlogsec2"
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73 Click here.

| On-Demand RHEL pricing: 0.0716 USD per Hour

¥ Key pair (login) info

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you lzunch
the instance.

Key pair name - required

Select v (& Creste new key pair

¥ Network settings info

Metwork Info
vpc-70bd381b | Default_VPC

Subnet Info

No preference (Default subnet in any availability zone)

74  Click "Select"

On-Demand RHEL pricing: 0.07 16 USD per Hour

I BT EELRE] DI W YD LR LR WP IR DL R TR

¥ Key pair (login) info

You canuse a l:E-}' pair to 5ec|_1rely connect to your instance. Ensure that you hawve access to the selectad key pair befora you laumnch
the instance,

Key pair name - required

Select v ( Create new key pair

* Network settings info

Metwork Info

wpc-70bd381b | Default_VPC

Subnet Info

Mo preference (Default subnet in any availability zene)
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75  Click "Type: rsa"

Key pair name - required

Select A (3} Create new key pair

_|a

Proceed without a key pair (Mot recommended) Default value

. WSV [ Edit

Type. rsa

ohio-key
Type! rsa

L T =

Subnet Info

Mo preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable

Firewall {security groups) Info
A security group is a set of firewall rulles that control the traffic for your instance. Add rules to allow specific traffic to reach your

. instance.
= . | S . |

76  Click "Allow HTTP traffic from the internet"

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
nstance.

© Create security group ‘ ) Select existing security group

We'll create a new security group called ‘launch-wizard-62" with the following rules:

Anywhere
0.000/0

allow SSH traffic from
Helps you connect to your instance

[ Allow HTTPS traffic from the internet
T set up an endpoint, for example when creating a web server

Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting b4
sacurity group rules to allow access from known IP addresses only.

) CloudShell  Feedback  Language
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77  Click "Edit"

[Alt+5] |

fic Disaster Recovery (8] 53 @ CloudFront  i§ CodePipeline &8 1aM & vPC [l Lambda 5] API Gateway & CloudWatch

v | (3 Create new key pair ¥ Summary

Mumber of instances Info

& Ea

Edit 1
i 1

Software Image (AMI) a
Amazon Linux 2023 AMI 2023.0.2...read more
ami-08333bccc35d7 1140
Virtual server type (instance type)
ty zane) ;
t2.micro
Firewall (security group)
Mew security group
12 traffic for your instanca, Add rules to allow specific traffic to reach vour Starane (unliimeag)
78 Click"172.31.0.0/16"
= Key pair name - required
| ahio-key v (3 Create new key pair
¥ Network settings info
VPC - reguired Info
vpc-70bd381k fault_VPC) (default) » c.
172.31.00/1&
Subnet Info
| Mo preference v | G Create new subnet [2

Auto-assign public IP Info
| Enable v |

Firewall (security groups) Info

A security group is a set of firewall rules that contrel the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

| [ T o R S - E T P [P PRt S, |
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39



79  Click "vpc-024453f85a50ecd37 (flowlogsvpc)"

v Network settings info

VPC - required Info

vwpc-70bd381b (Default_VPC) (default) A G
172.31.00/16

Q|

wpc-024453f85a50e 157 [Hawlogsvpc) (& Create new subnet [}
10.1.0.0{16

vpc-70bd381k (Default_VPC) (default) o
172.31.0.0/16

Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group (1 Select existing security group ‘

Security group name - required

80 Click "subnet-061b9fd27c3355dca"

v Network settings info

WPC - reguired Info

vpc-024453f85a50ecd37 (flowlogsvpc) v c
10.1.0.0/16
Subnet Info
subnet-061b9fd27cE3550ca flowlogssubnet
VPC: vpo-024453f85asl=cd5 7 Owner: 932747549174 Awailability Zone: us-east-23 A G Create new subnet [
IP addresses available: 257 CIDR: 10.1.1.0/24)

Auto-assign public IP Info

Disable v |

Firewall (security groups) Info

A sacurity group is 2 set of firewall rules that cantrol the traffic for your instance. Add rules to allow specific traffic to reach your
instance,

© Create security group () Select existing security group ‘
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81 Click "flowlogssubnet1"

WPC - required Info

vpe-024453f85a50ecd37 (flowlogsvpe) v c

10.1.0.0/16
Subnet Info

subnet-061b9fd27c3355dca flowlegssubnet

VPO vpc-024453f85a50ecd37  Owner: 932747549174 Availability Zone! us-east-23 - G Create new subnet [

IP addresses available: 251 CIDR: 10.7.1.04/24)

Q|

subnet-061b9fd27c335600a flowlogssubnat] ' |

YPL: vpe-024453f85aS0ecd3 _Dwner, 932747549174 W

Availability Zone: us-east-2a  IP addresses available: 251 CIDR: 10.1.1.0/24)
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group () Select existing security group ‘

Security group name - required

launch-wizard-62 |

This security group will be added to all network interfaces. The name can't be edited after the security group is created, Max length is
— 285 rhararters. Valid chararters: a-z. A7 0.9 snares. ane . <o @4 =808

82 Click "Disable"

VPC - required Info

vpe-024453f85a50ecd37 (flowloasvpo) S c
10.1.0.0/16

Subnet Infe

subnet-061b9fd27c3355dca flowlogssubnet
VPO vpe-024453F85a50ecd37  Owner. 932747549174 Availability Zone: us-east-2a v G Create new subnet E
IP addresses available: 251 CIDR; 10.1.1.04/24)

Auto-assign public IP Info

| Disable ( v

Firewall (security groups) Info
A security group is a set of firewall rules that contrel the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

‘ © Create security group () Select existing security group ‘

Security group name - required

| launch-wizard-62 |

This security group will be added to all network interfaces. The name can't be edited after the secunity group is created. Max length is
P 255 characters, Valid characters: a-z, A-Z, 0-9, spaces, and ._-:/(#,@[0+=8& {13
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83 Click "Enable"

vpc-024453f85a50ecd37 (flowlogsvpc) B c
10.1.0.0/16

Subnet Infe

subnet-061b9fd27c3355dca flowlogssubnet
VPO vpc-024455f85a50ecd37  Owner: 532747549174 Availability Zone: us-east-2a ¥ C Create new subnet [4
IP addresses available: 251 CIDR: 10.1.7.0/24)

Auto-assign public IP Info

Disable A
Enable
£ . ipeCifi i h
Disable Iz pecific traffic to reach your
© Create security group ) Select existing security group

Security group name - required

| launch-wizard-62

This security group will be added to all network interfaces. The name can't be edited after the secunity group is crested. Max length is

255 characters, Valid characters: a-z, A-Z, 0-9, spaces, and ._-/{(4,@[0+=& )13
. Description - required Info

84  Click the "Security group name - required" field.

Auto-assign public IP Info

| Enable v |

Firewall [security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

‘ © Create security group [ Select existing security group ‘

Security group name - required

| launch-wizard-62 |

This security group willbe added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters, Valid characters: a-z, A-Z, 0-9, spaces, and ._-/4, @0 +=8{1s*

Description - required Info

| launch-wizard created 2023-05-20T09:27:23.909Z |

Inbound security groups rules

v Security group rule 1 (TCP, 22, 0.0.0.0/0)

Type Info Protocol Info Fort range Info
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85 Type "flow-logs-sg"

86 Click "Advanced details"

¥ Configure storage info

1x | 8 GiB | gp3 ¥ | Rootvolume (Mot encrypted)

Advanced

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose ($50) or Magnetic storage

*

| Add new volume

0 x File systems

» Advanced details info

Edit

() CloudShell  Feedback  Language
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87 Right-click the "User data - optional Info" field.

Metadata response hop limit Info

| Select

Allow tags in metadata Info

| Select

User data - optional Info
Erter user data in the field.

88 Click "Launch instance"

Virtual server type (instance type)

t2.micro

Firewall (security group)

Mew security group

Storage {volurmes)
1 volume(s) - 8 GIiB

@ Free tier: In your first year includes 750
hours of t2.micre (or t3.micro in the
Regions in which t2.micro is

unavailable) instance usage on free tier

X

Cancel H‘I[i?i

Review commands

Made with Scribe - https://scribehow.com
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89 Click "Instances"

[Alt+S]

@)l CloudFront T CodeFipeline ] 1AM

Success
Successfully initiated launch of instance (i-0dade4es0ddfbedca)

¥ Launch log

Next Steps

Q What would you like to do next with this instance, for exomple “create alarm™ or “create backup”

90 Click "i-0dad64e60ddfbe9c9"

[Alt+S] |

5 53 @ CloudFront & CodePipeline &5 1AM & vPC  [fll Lombda [ AP Gateway & Cloudwatch || Elastic Kuberneted

Conr | Instance state W

tag {case-sensitive)

v Instance 1D | Instancestate ¥ | Instancetype ¥ | St
i-0dadGdes 3c9 & Running @S t2.micro @
i-0b33aB049c9acadfc O stopped  @&Q t3.large -
i-038delefScasacfib (S stopped @&Q t3.medium -
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91 Click here.

1aM 55 vee 8] Lambda  ff APIGateway & CloudWatch [l Elastic Kubemetes Service &l DynamoDB /& Cloud9

4 address
5.109.205 | open address [

state
ng

' DNS name (IPv4 anly)
J-1-1-54,us-east-2.compute.internal

type

WV AACTEOC AL Nn~AdTT Ml nudnmeen =t FA

92 Click here.

| AWS Elastic Disaster Recovery 8 53 @ ClowdFront

stances > i-Odad64e60ddfbedcs

B 4 @ ohow

sanjeewa @ devopswithlas

7q CodeComm

C}j[ Connect J| Instance state ¥ H Actions ¥

Private IPv4 addresses
10,1.1.54

Public [Pvd DNS

Elastic IP addresses

AWS Compute Optimizer finding

P Miee T ks ALEIC Famnm bn Mationeinas fae enennnmsanodneinme |

& CodePipeline ' 1AM & vpC  [J] Lombda  [E] API Gateway

ice summary for i-Odad64e60ddfbe9c9 (flowlogsec2) nfo

less than a minute ago

+ D
ladedee0ddfbe2co (flowlogsec2)

dress

ne type
21 ip-10-1-1-54.us-east-2.compute.internal

private resgurce DNS name

signed P address

AC Ann anc Tnckio- ml
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Piblic IPv4 address
(3l 3145.109.205 | open address [

Instance state
&) Running

Private [P DNS name (IPvd only)
@ ip-10-1-1-54.us-east-2.compute.internal

Instance type

t2.micro

VECID

Al coms M AACFTEOE 2 Cnr AT T il masilmmrim =t A

& CloudwWat
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93 Click "CloudWatch"

] Pat @ Ohio » sanjee

CodePipeline & 1aM 5] vPe  [J] Lambda  §f] API Gateway r _'--Z'r.-'- Jatch“ [ Elastic Kubernetes Service B DynamoDB & Cloudy

B S [ (3 H Connect J[ Instance state H
tublic IPv4 address copi ) i -

e Private IPv4 addresses
3.145.109,205 | open address [ P 10.1.1.54
Instance state Public IPv4 DNS

) Running -

Private IP DNS name (IPv4 only)
ip-10-1-1-54.us-east-2.compute.internal

Instance type Elastic IP addresses

t2.micro -

VPCID AWS Compute Optimizer finding

Ml s AT AACTEOL AL n AT T flndanc et FA P T o T R URR L VY T i RN N I S e

94 Click "Log groups"

B ecz %8 aws Fis % Application Composer 58] AWS Elastic Disaster Recovery [ 53 (@] CloudFront & CodePipeline ] 1AM

Cloudwatch
CloudWatch X

Overview info
Favorites and recents | 2 7 :

Owverview v rh OUrce Group - @i
All alarms “ )
v Logs Get started with CloudWatch

Lk You don't have any alarms, metrics or default dashboard. Cnce you set them up they will be
Logs Insignts

v Metrics @ &a

All metrics

Set alarms on any of your metrics to Create and name any CloudWatch
Explorer receive notification when your metric dashboard CloudWatch-Default to
crosses your specified threshold. display it here.
Streams
Create alarms [ Create a default dashboard [A

v X-Ray traces
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95  Click "vpcflowlogs"

v Logs Q Filter log groups or try prefix search

Log groups

Log gro
Laogs Insights - b

| fawsflambda/ResumesPl
¥ Metrics

I [ | fawsflambda/VisitorCount

Explorer ] Personal-Blog-Web-Logs

Streams | \ 595

v X-Ray traces
Service map

Traces

¥ Events
Rules

Event Buses

96 Click "eni-0f81fa9cce59730d5-accept”

[Rl={S~TFIEIVI]

Aetrics Mever expire
ll metrics

Stored hytes
xplorer
treams

-Ray traces

ervice map

races
Log streams (1)
vents
ifes Q, Filter log streams or try prefix search
vent Buses R
[ ] Log stream
\pplication monitoring B ni-0f3 1fa¢ 20d5-accapt

Log streams Metric filters Subscription filters

Contributor Insights

doudShell  Feedback Language
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97

Expand one Log event

fites and recents >
Log events
|arms - ¥ou can use the filter bar below to search for and match terms, phrases, or values in your log ¢
groups
Insights L Timestamp Message
ics No older events at this moment. Retry
\etrics L 2823-85-28T13:00:40 . 0C8+04:08 2 632747549174 eni-Bf31falcces0730d5 52,21t
arer > 2823-85-28T13:20:40. B@R+04: 80 2 G32747549174 eni-Bfaifadcces0T30ds 18.1.:
ms g 2823-85-28T13:29:49, 080404:08 2 932747549174 oni-@fsifasccesa7aeds 52.21¢
L 2823-85-28T13:20:40 ABA+a4:80 2 832747549174 eni-RfA1falcces0Ti005 18,1,
iy traces
ice map L3 2823-85-28T13:20:40. A80+04:08 2 932747545174 eni-Bf21falcces0730ds 52,211
5 L4 20823-85-28T13:20:40. RBR+04: 08 2 032747549174 eni-Bf81fa%cces0730d5 18.1.:
L 2823-85-28T13:29:49, 8@0+24:08 2 932747549174 eni-@fsifadccesoraeds 52.21¢
its

98

ns

ups

sights

rics

races

map

You can see your Logs Event in the default format. Example "2 932747549174
eni-0f81fa9cce59730d5 52.219.104.224 10.1.1.54 443 41196 6 17 7379 1684574989
1684575022 ACCEPT OK"

- You can use the filter bar below to search for and match terms, phrases, or values in your log eve

- Timestamp Message

Mo older events at this moment, Retry

¥ 2823-85-20T13:25:49 208+84:08 } 932747549174 eni-ef81fa%cce59738d5 52.319. 1)
(2 932747549174 eniSg

SOcceSo7inds 52.219.184.224 16.1.1.54 443 41196 617 7379 168

L 2822-95-208T13: 20:40, 0240482 2 932747549174 eni-Bf3lfa®ccesdvieds 19.1.1.5
> 2823-85-20T13:29:49, Bab+84: 80 2 232747549174 eni-@f8lfa%ccesdyineds 52.219.1
s 1833-85-28T13:25:49 gad+a4:88 2 932747548174 enl-@f3lfadccefoviads 18.1.1.5
L4 2823-05-28T13:20:40, 808+84: 08 2 932747549174 eni-Bf81fa%cces0730d5 52.219.1
g 2823-85-28T13: 20:49, 0@24a4 .80 2 932747549174 eni-Bfslfa®ccesdvieds 19.1.1.5
> 2823-85-208T13:20:49,000+04: 80 2 B32747549174 eni-@f8lfaPccesdyieds 52.219.1
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