AWS Lambda@Edge Scribe -
Setup - Hands-on

Lambda@Edge Hands On - Created By Lasantha

1 Navigate to S3 console & Click "Create bucket"

View Storage Lens dashboard

nerated every 24 hours, Learn more E

nt Average object size You can enable advanced metrics in the
2185 KB “default-account-dashboard”
configuration.

1 &
v AWS Region v Access | Creation date v
US East (Ohio) us-east-2 May 8, 2023, 13:58:21 (UTC+04:00)
US East (Ohio) us-east-2 April 20, 2023, 09:49:50 (UTC+04:00)
US East (M. Virginia) us-east-1 May 27, 2023, 13:47:35 (UTC+04:00)
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2  Click the "Bucket name" field.

Amazon 53 » Buckets » Create bucket

Create bucket

Buckets are containers for data stored in 53. Learn more [4

General configuration

Bucket narme

Bucket name must be globally unique and must not contain spaces or uppercase letters, See rules for bucket naming [A

AWS Region

US East (N. Virginia) us-east-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

3  Type "lambda-edge-function-9671"
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4  Click "Block all public access"

R LR T L= TR T

Bucket owner enforced

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point poelicies, or all. In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that you

applications will waork correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases, Learn more [7

Block all public access
Tutning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one anothe

5  Click this checkbox.

53 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to S3 resources.

-- Block public and cross-account access to buckets and objects through any public bucket or access point
policies
53 will ignore public and cross-account access for buckets or access paints with policies that grant public access to buckets and
objects.

Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that you turn on black all public access, unless public access is required for specific and
verified use cases such as static website hosting.

| acknowledge that the current settings might result in this bucket and the
objects within becoming public.

Buclket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restor
every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn mare [A

@ CloudShell Feedback Language
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6  Click "Create bucket"

Z-KM3)

ects in this bucket, the bucket key reduces encryption costs by lowering calls to AWS KMS,

ad files and folders to the bucket, and configure additional bucket settings.

@ 2023, Amazon Web Services, Inc. or its aff]

7  Click "lambda-edge-function-9671"

| 23 P
To upload files and folders, or to configure additional bucket settings choose View details.

Buckets (13) info ]

nts Buckets are containers for data stored in $3. Learn more L’;

nbda Access Points )
Q. Find buckets by name |

on Access Points

rations Name v AWS Region v ;

; Analyzer for 53 = = s
3 lamhda-edge-fu 1671 US East (M. Virginia) us-east-1 !
! lambda-edge-bucket-9671 US East (M. Virginia) us-east-1 I

ic A etti f

'E Gl ) elasticheanstalk-us-gast-2-932747549174 US East (Ohio) us-east-2 :

& :
o devopswithlasantha.tech US East (Ohia) us-gast-2 )

e - demo-firehose-lasantha-932747549174 US East (Ohio) us-east-2 |

I

i o cost-report-932747549174 US East (Ohio) us-east-2 |

nizations settings ]
O config-bucket-932747549174 US East (Ohio) us-east-2 |
o codepipeline-us-east-2-356200038897 US East (Ohio) us-east-2 |
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8  Click here.

Info

trics Management Access Points

| can use Amazon 53 inventory B to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly

¥ Download Open [4 Delete Actions ¥ ‘ | Create folder ‘L m
< 1 >

&

v Last modified v Size v Storage class v

No objects

You don't have any objects in this bucket.

[ Upload

9  Click "Add files"

to upload to 53. To upload a file larger than 160GE, use the AWS CLI, AWS SDK or Amazon

s and folders you want to upload here, ar choose Add files, or Add folders.

Remove Add files Add folder

e uploaded.

Fas
—
W

[ 3 Folder v Type v Size v

Mo files or folders

You have not chosen anv files or folders to unload.
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10 Click "Upload"

image/jpeg 1.6 MB

pecified destination.

Cancel n ]

© 2023, Amazon Web Services, Inc. or its affiliates.

11 Click here.

233 Services Q [Alt+5]
49 AWS FIS = Application Composer

% AWS Elastic Disaster Recawvery I? 53 @ CloudFront & CodePipeline & 1AM

@ Upload succeeded
View details below.

Upload: status

(@ The information below will no longer be available after you navigate away from this page.

Summary

Destination Succeeded
s3://lambda-edge-function-9671

3 files, 3.0 MB (100.00%
@ 3 fil 0 (100.00%)
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12 Click "Permissions"

[Alt+5] -

# Application Composer %3 AWS Elastic Disaster Recovery 8] 53 @l CloudFront & CodePipeline B3 1aM &l vPC Bl Lambda

» Amazon S3 » Buckets » lambda-edge-function-9671

lambda-edge-function-9671 i

Access Points Objects Properties issions Metrics Management Access Points

cess Points
15

yzer for §3 Bucket overview

AWS Region Amazon Resource Name (ARN)

ess settings for US East (. Virginia) us-east-1

arn:aws:s3::lambda-edge-function-96

13 Click "Edit"

icket

cts stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more E

Made with Scribe - https://scribehow.com



14  Right-click here.

Fl

Multi-Region Access Points
Batch Operations

1AM Access Analyzer for S3

Block Public Access settings for
this account

¥ Storage Lens
Dashboards

AWS Organizations settings

Feature spotlight )

Y sl 4

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket

Policy examples [ H Policy generator [

Bucket ARM

arn:aws:s3::lambda-edge-function-9671

Policy

.

15 Click here.

Buckets

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

1AM Access Analyzer for S3

Block Public Access settings for
this account

w Storage Lens
Dashboards

AWS Organizations settings

Feature spotlight @€

Made with Scribe - https://scribehow.com

Edit bucket policy e

Bucket policy

The bucket policy, written in 150N, provides access to the objects stored in the bucket. Bucket
Policy examples [4 ‘ | Policy generator [4

Bucket ARN

[ armcaws:s3::lambda-edge-function-9671

Policy
1~ |
2 . “"Version": "2012-18-17",
3 - "Statement": [
4- {
5 "5id": "PublicReadGetObject",
B "Effect”™: "Allow”,
7 "Principal®; “*=
8 "Action™: “s3iGetObject”,



16 Click here.

«ccess Points P‘Ollty
ess Points 1~ [
. 2 "Mersion”: "20812-18-17",
3= "Statement™: [
zer for 53 A {
5 "5id": "PublicReadGetObject”,
B "Effect”™: "Allow",
55 settings for ’ Tercipal. s TR
8 "Action”: abrObject™,
9 “Resource’: "arniaws:s3:::devopswithlasantha.tech/*"
16 '
11 1
BTN
I"IS-SE'lliI'IgS
fnr €%
17  Click "Save changes"
ALl

Access Analyzer
Account
Activate

Alexa for Business

Amplify 7
2. Add a resource Add l
3. Add a condition (optional) Add
() Suggestions: 0 Preview external access

Cancel [

2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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18 Click "Properties"

5% Services | Q Searcl [Alt+S]

% awsFis ¥ Application Composer % AWS Elastic Disaster Recovery |5 S3 @ CloudFront 5| CodePipeline & 1aM & vec

zon S3 » Amazon S3 » Buckets » lambda-edge-function-9671

. lambda-edge-function-9671

Points
: Lambda Access Points Objects Prope Permissions Metrics Management Acces
Region Access Points

Operations
‘cess Analyzer for 53 Objects (3)

Objects are the fundamental entities stored in Amazan $3. You can use Amazon §3 inventory [A to get a |
grant them permissions. Learn more E

Public Access settings for C f st U ] y ya en [/
count

| Q. Find objects by prefix

e Lens

19 Click "Edit"

Edit

er costs, and anonymous access to this bucket is disabled. Learn more [£}

L i.riiJ

wre[(A

2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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20 Click "Enable"

Buckets Edit static website hosting i
Access Points

Object Lambda Access Points Static website hosting

Multi-Region Access Points Use this bucket to host a website or redirect requests. Learn more [#

Batch Operations
Static website hosting

O Disable

Enable

IAM Access Analyzer for S3

Block Public Access settings for
this account
¥ Storage Lens

Dashboards

AWS Organizations settings

Feature spotlight a

21 Click the "Index document" field.

LSE IR DULKET 2NOPOHNT &5 TN WeD S00ress. Ledrmn more |«

Multi-Region Access Points
Redirect requests for an object

Batch Operations Redirect requests to another bucket or domain. Learn more [

IAM Access Analyzer for S3

@ For your customers to access content at the website endpoint, you must r
readable. To do so, you can edit the 53 Block Public Access settings for th
Block Public Access settings for Using Amazon S3 Block Public Access [4

this account L

Index document
¥ Storage Lens Specify th = or default page of the website.

Dashboards
AWS Organizations settings

Error document - optional
This is returned when an error occurs,

Feature spotlight o

Redirection rules - optional
Redirection rules, written in JSON, automatically redirect webpage requests for specific conter

[ 2 prketplace for 53

CloudShell Feedback Language
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22  Type "index.html"

23  Click "Save changes"

Made with Scribe - https://scribehow.com

Cancel

[ X3

© 2023, Amazon Web Services, Inc. or its affiliates.
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24

Click "http://lambda-edge-function-9671.s3-website-us-east-1.amazonaws.com"

S oy Mot A

oints 2
Disabled
53
Static website hosting
Use this bucket to host a website or redirect requests. Learn maore E
ttings for
Static website hosting
Enabled
Hosting type
; Bucket hostin
ttings 9
Bucket website endpoint
When you configure your bucket as a static website, the website is available at the AWS Region-specific website endpoint of 1
http://lambda-edge-function-9 website-us-east-1.amazonaws.com [4
W3
b
Language @ 2023

25

Navigate to CloudFront Console & Click "Create distribution"

3 Fa @ Global » sanjeewa @ devopswithlasantha w

B Lambda  'Hl APl Gateway & CloudWatch [§] Elastic Kubemnetes Service Bl DynamoDB ‘&l Cloud? 5 CodeCommit

1> @
’ | Domain name v Alternate do... w | Origins v | Status v | Last modified w
d3uxf8k8kblat... devopswithlasantha.te  devopswithlasantha.te (&) Enabled March 19, 2023 ...

Made with Scribe - https://scribehow.com
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26  Click the "Origin domain" field.

CloudFront » Distributions » Create

Create distribution
Origin

Origin domain
Choaose an AWS origin, or enter your origin's gomain name.

| Q. Choose origin domat

Crigin path - optional  Info

Enter a URL path to append to the origin domain name for origin requests.
| Enter the origin path

Name

Enter a name far this origin.

| Enter origin name

27  Click "lambda-edge-function-9671.s3.amazonaws.com"

I Q. [hoose origin domain

CodepIpElne-Us-east- -4 TU5 3455605 T 55 amazonaws. com
codepipeline-us-gast-2-35620003 8897 53 amazonaws.com
config-bucket-932747549174.53 . amazonaws.com
cost-report-93 2747545174 .53 amazonaws.com
demo-firehose-lasantha-932747549174.53.amazonaws.com
devopswithlasantha tech.s3.amazonaws.com

elasticbeanstalk-us-east-2-932747549174.53 . amazonaws.com

lambda-edge-function-9671.s3.araz0nws.com

lasantha-fileshare-s3-932747549174 v 1.53.amazonaws.com

s3-storage-lens-analysis-data.s3.amazonaws.com

69[ Gatewiaun
No

() Cloudshell  Feedback  Language

Made with Scribe - https://scribehow.com
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28  Click "Use website endpoint"

Crigin domain
Choose an AWS onigin, or enter your origin's domain name

C, lambda-edge-function-9671.53.us-2ast-1.amazonaws.com b4

/A This 53 bucket has static web hosting enabled. If you plan to use this
distribution as a website, we recommend using the 53 website endpoint rather

than the bucket endpoint.

l Use website endpoint

Qrigin path - optional  Info
Enter a URL path to append to the origin domain name for crigin requests,

| Enter the origin path |

Mame
Enter a name for this origin.

| lambda-edge-function-9671.53.us-east-1.amazonaws.com |

29 Click this radio button.

[Alt+5]

AWSFIS  #8 Application Composer 5 AWS Elastic Disaster Recovery 8] 53 @ CloudFront & CodePipeline B 1AM

Web Application Firewall (WAF)

Gve B

Do not enable security protections
Select this option if your application does not need
security protections from AWS WAF,

(1 Enable security protections
Keep your application secure from the most common web
threats and security vulnerabilities using AWS WAF,
Blocked requests are stopped before they reach your web
SETVETS,

¥ Included security protections

s Protect against the most common vulnerabilities found inweb applications.
« Protect against malicious actors discovering application vulnerabilities,

+ Block IP addresses from potential threats based on Amazon internal threat intelligence

AWS recommends these protections for all applications as the first line of defense. You can make adjustments after
your distribution is created.

Made with Scribe - https://scribehow.com
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30 Click "Create distribution"

root LURL (/) instead of a specific object

Cancel

@ 2023, Amazon Web 3

31 Click here.

E2UDTICE30QHF3

Distributions

Policies

General Origins Behaviors Error pages Geographic rest
Functions
What's new NEW
Details
¥ Telemetry
Monitoring
Diztrbution domain name ARN
Alarms 1 1hcaSkyvuxcwg.cloudfront.net [} arm:aw
Logs 300QHF3
¥ Reports & analytics
Cache statistics .
Settings
Popular ohjects
Top referrers e
o Description Alternate
Usage = =
Viewers
Price class

Made with Scribe - https://scribehow.com
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32 Open anew tab in the browser & check the web page

33 Click here.

@ 1} @ Global ¥ sanjes

& 53 @ CloudFront & CodePipeline B9 1aM & VPC Bbda | T API Gateway

& CloudWatch [ Elastic Kubernetes Se

pays for requests and data transfer costs, and anonymous access to this bucket is disabled. Learn more E

iing

site or redirect requests. Learn more [A

Made with Scribe - https://scribehow.com
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34 Click "Create function"

(] Pt @ M. Virginia v sanjeewa (@ devopswithlasantha w

Bl Lambda 'Hll APl Gateway @ CloudWatch || Elastic Kubernetes Service Bl DynamoDB &l Cloud? 15 CodeCommit

Full account concurrency Unreserved account concurrency

> 50 50

Th 3h 12h 1d 3d 1w cCustom @ || C | ¥

i Invocations i

35 Click "Build a Lambda application from sample code and configuration presets for
common use cases."

[Aalt+5]

&l Cloudfront & CodePipeline & 1AM 55| vPC [l Lambda '] APl Gateway & Cloudwatch  [l] EI3

) Use a blueprint () Container im

Build a Lambda application 1 ple code and configuration presets for Select a contair

COMMOn UsE Cases.

ith no spaces.

1te that the console code editor supports only Node.js, Python, and Ruby.

Made with Scribe - https://scribehow.com
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36 Click "nodejs14.x"

(» Container image
Select a container image to deploy for your
function,

Basic information info

Blueprint name
|

Helle world functian nodejs1dx o
A starter AWS Lambda funciion.

Function name
Enter a name that describes the purpose of your function.

| myFunctionName |

Use anly letters, numbers, hyphens, or underscores with no spaces.

Runtirme

nodejsl4.x

Architecture

37 Click "ont response header implemented in Node)S."

(" Author from scratch © Use a blueprint

Start with a simple Hello World examgple, Build a Lambda application from sample code
and co nﬁg uration presets for common use cases,

— Q cloudfd X
! Get started
L Modify HTTP response header nodejs4.x
Blueprint for modifying CloudFront resp: ader implemented in Nodel5.
Return HTTP redirect response nodejs1d.x

Blueprint for returning HTTP redirect implemented in NodelS,

Return HTTP response 200 status code nodejs1d.x
Blueprint for generating a respanse from viewer-request trigger implemented in NodeJs.

Hello world function nodejs14.x &
A starter AWS Lambda function.

Function name
Enter a name that describes the purpose of your function.

| rwFinctinnManme

Made with Scribe - https://scribehow.com
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38 Right-click the "Function name" field.

Basic information info

Blueprint name

Modify HTTP response header nodejs14.x -
Blueprint for modifying CloudFrant response header implemented in ModeJs.

Function name
Enter a n¢ at describes the purpose of your function,

myFufict lame |

Use anly letters, numbers, hyphens, or underscores with no spaces,

Runtirme

nodejs14.x

Architecture
*x86_64

Execution role
Choase a rale that defines the permissions of your function. To create a custom role, go to the 1AM conscle [,

39 Click the "Role name" field.

) Use an existing role

© Create a new role from AWS policy templates

(&) Role creation might take a few minutes. Please do not delete the role or edit the trust or
permissions policies in this role.

Role name
Enter a name for your new role,

myF e

Use onlylotiers, numbers, hyphens, or underscores with no spaces,

Policy templates - optional  Info
Choose one or more policy templates.

| v

Basic Lambda@Edge permissions (for CloudFront trigger)
CloudWatch Logs

Made with Scribe - https://scribehow.com



40 Type "lambda-edge-function-role"

41 Click "Create function"

12

H
13 console.log(” Response header "${headerNameDst}" was set to ™ +

14 ™ "$‘[header‘s[header‘NameDs‘t _tC}LDl-JE-I‘“CBEE'()] [8] . value}"” :l;

15 1

17 return response;
A8
15

Cancel “ ".::'-:m

=
']

- = ell  Feedback Language

B 2023, Amazon Web Services, Inc. or its affiliates.

Made with Scribe - https://scribehow.com
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42 Click here.

he ) I B index.js

€ R 2 3 exports.handler = async {event, context) =» {

5 v [ lambds-edgefuncs g% |  const response = event.Records[8].cf.response;

= & | index.js const headers - response.headers;

= const headerNameSrc = "X-Amz-Meta-Last-Modified';
w const headerNameDst - ‘Last-Modified®;

if (headers[headertameSrc.tolowerCase{)]) {
headers[headerMNameDst . tolowerCase()] - [{
key: headerNameDst,
value: headers[headerNamesrc.tolowercCase()][8].

1
:nasale.log{'ﬂesponie header "${headerlameDst}" wa:
“"${headers[headeriianelst. tolowerCase( ]
}

return response;
h

bk e ik ke ek ek ek ek
LR MR SR == B R e BB SR

G.

aell Feedback Language Privacy Terms. Cookie preferences

£ 2023, Amazon Web Services, Inc. or its affiliates.

43 Click here.

Code Test Monitor Configuration Aliases Versions

Code source info ‘ Upload from w |

¢ Edit Find View Go Tools Window | Test | v

Deploy ‘ Changes not deplo

Q B index.js

E 1  C‘use strict’;

5 T Enbdsshefondl 83, 2 exports.handler = (event, context, callback) =» {

E | index.js 3

= 4 fiGet contents of response

2 5 censt respense = event.Records[@].cf.response;

i [ censt headers = response.headers;
7
3 f/5et new headers
-] headers] "strict-transport-security’] = [{key: °"Strict-1
] he-adE:*sE'content—secur‘ity—gnlicy'] = E{ke:,r: "Content-5¢
11 headers| "x-content-type-cptions'] - [{key: "X-Content-T
12 headers| “x-frame-cptions'] = [{key: 'X-Frame-Options',
12 haadarel "v_vesonratartion’ 1 - [flawr Y ¥00_Drntartian'

Made with Scribe - https://scribehow.com



44 Click here.

Code source Info ‘ Upload from w |

& File  Edit Find WView Go Tools Window

Deplo

Q ew File Alt-N B indexjs x
= hew From Templaie k 1 | fuse steict’;
E Opien Recent b ] e:;pur'ts.,handler = {eus-nt, context, callback) =3 {
= 3
g — 4 f/Get contents of response
2 E 5 const response = event.Records[8].cf.response;
w Save As Cll-3hif-S [ censt headers = response.hsaders;
F
Save All g f/5et new headers
9 headers[ " strict-transport-security’] = [{key: "Strict-T
) . 18 headers( *content-security-policy*] = {{keyr ‘Content-5
Line Endings 4 11 headersi'x—content-t:.-pe-u::-ptians'J - [{Key: "X-Content-T
12 headers] "x-frame-options'] = [{key: 'X-Frame-Options',
Cloze Filg Al 13 headersi'x-xss-prntection'] = %{key: "X-X55-Protection”
14 headers| "referrer-policy’] - [{key: 'Referrer-Policy’,
Close All Files  All-Shift-ww 15
16 fiReturn modified response
17 callback(null, response);
18 1}l

A rrr—————————————

45 Click here.

Code Test Monitor Configuration Aliases Versions

Code source info ‘ Upload from w

Deploy Changes not deplo

~ File Edit Find View Go Tools Window

Q Go to Any (Cirl-P) B index j= X

= Y 1 “use steict’;

= | . X

§ ¥ lambda-edge-functi Lt 2 exports.handler - {event, context, callback) =»> {

5 €| indexjs 3

2 4 ffGet contents of response

E H const response - event.Records[e].cf.response;

T} [} const headers = response.headers;
7
i1 fioet new headers
] headers[ " strict-transport-security’] = [{key: °Strict-1
i@ headers['content-security-polic}"] = %{key; "Content-5¢
11 headers| "x-content-type-options’'] = [{key: 'X-Content-T
12 headers[“x-frame-options’] = [{key: 'X-Frame-Options’,
13 headers;'x-:-css-pro‘tection'] - 1{key: "X-X55-Protection”
aa Basdansl fnafannan aalisa' T o TTlhau: Dafannsan IR T
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46 Click "Add trigger"

» Function overview Info

N

=

lambda-
edge-
function

Layers )

L -~ Add trigger

47 Click "Select a source"

G0 AWS FIS 55| Application Composer

Lambda » Add trigger

Add trigger

+ Add destination

&% AW Elastic Disaster Recovery [ 53

Trigger configuration info

Description

Blueprint for modifying
CloudFrant response he:
implemented in Models

Last modified

4 seconds ago

Function ARN

[P arm:aws:lambda:us-e
7475491 74:function:lan
-function

Function URL Info

& CloudFront B CodePipeline

I Select o sowy

Made with Scribe - https://scribehow.com

Cancel
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48 Click "CloudFront"

|a

= O Alexa =
alexa ot
Apache Kafka

analytics  stream

AP Gateway
api application-services  aws  serverless

Application Load Balancer

aws load-balancing

AWS loT

( J
& aws _devices ot
Pl CloudFront
)
aws ~in edge

CloudWatch Logs
aws logging  management-tools

CodeCommit
aws developer-tools  git

E, aell Feedback Language Privacy Terms Cookie preferences

© 2023, Amazon Web Services, Inc. or its affiliates.

49 Click "Deploy to Lambda@Edge"

Irigger connguration info

CloudFront

aws cdn edge

Adding a CloudFront trigger to your function allows it to be executed at global AWS locations close to end wsers,
powered by Lambda@Edge. Follow the steps below to deploy your Lambdai@Edge function.

Deploy a new version of this function to global AWS locations

When you are ready. deploy a new version of this function to Lambda@Edge using the button below:

-!-.:I:IIIJ-

The following restrictions and limits apply to Lambda@Edge functions: Runtimes are limited to Nodejs or Python;
Environment variables, the Dead Letter Queue (DLQ), and Amazon VPCs cannot be used. Learn more about
Lambda@Edge.

Lambda will add the necessary permissions for Amazon CloudFront to invoke your Lambda function
from this trigger. Learn more about the Lambda permissions model.

Cancel Aﬂl:l

Made with Scribe - https://scribehow.com 25



50 Click the "Distribution" field.

Select an option
© Configure new CloudFront trigger

() Use existing CloudFront trigger an this function

Configure CloudFront trigger

Distribution
The CloudFront de=tribution that will send events to your Lambda function.

Q|

d3uxfBkBkb1at0.cloudfront.net E1TAVWIFWIGZF
Caghe behawiar-tsite

“d1heaSkyvuxcwe cloudfront.net - —  FIUDTICE3OQHF3
[ X

CloudFront event
Choose one CloudFront event to listen for,

Origin request h J

51 Click "d1hca5kyvuxcwg.cloudfront.net"

e T
Configure CloudFrant trigger

Distribution
The CloudFront distribution that will send events to your Lambda function.

Q| K<l
d3uxfEkEkb1at0.cloudfront.net ETNAVWIFWIGZF
Personal Blog Website
d1hcaSkyvuxcwg.cloudfront.net E2ZUDTICEZOQHF3
CloudFront event

Cheose one CloudFront event to listen for,

Qrigin request v

[ Include body

Select "Include body® if you want to read the request body for viewer request or origin request events.

Learn more,

Made with Scribe - https://scribehow.com
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52 Click "Origin request"

LB Ui
The CloudFront distribution that will send events to your Lambda function.

Q, armaws:cloudfront:93274754917 4:distribution/E2UDTICE30QHF3]| x ‘ & |

Cache behavior
Cheose the cache behavior you would like this Lambda function to be associated with.

CE x| @]

CloudFront event
Cheose one CloudFreat event to listen for,

‘ QOrigin request v ‘
[ Include body
Select "Include body” if you want to read the request body far viewer request or origin request events.
Learn more,

[] Confirm deploy to Lambda@Edge
Deplay to Lambda@Edge will create replica of lambda version in all regions

Lambda will add the necessary permissions for Amazon CloudFront to invoke your Lambda function from this trigger,
Learn maore about the Lambda permissions model,

53 Click "Origin response"

Cache behavior
Choose the cache behavior you would like this Lambda function to be associated with.

A ] (8]

CloudFront event
Choose one CloudFront event to listen for,

‘ Qrigin request 'y ‘

QOrigin request

‘ Origin respon:: ‘

Viewer request

Viewer response

Deploy to Lambda@Edge will create replica of lambda version in all regions

Lambda will add the necessary permissions for Amazon CloudFront to invoke your Lambda function from this trigger.
Learn more about the Lambda permissions model.

2
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54 Click this checkbox.

BRI L B L TR LU B LRI L WWTRE 3051 U EEVRZILS LU YOI Ll e LR FLLILE,

[ Q. armaws:cloudfront;:932747549174:distribution/E2UDTICE3OQHF3 > ‘ [ ) ]
Cache behavior

Choose the cache behavior you would like this Lambda function to be assodated with.

Q- x| [ <]

CloudFront event
Cheoze one CloudFront event to listen for.

Origin response v ‘

.

A
~ Confirm deploy to Lambda@Edge
“—Deploy to Lambda@Edge will create replica of lambda version in all regions

Lambda will add the necessary permissions for Amazon CloudFront to invoke your Lambda function from this trigger.
Learn more about the Lambda permissions model.

13 b d

55 Click "Deploy"

BIAS SRR B B AL L LU B LRIl TR 301 I REVRZIILS L YR Ll e LR FLLILNE,

[ Q. arnaws:cloudfront: 93274754917 4:distribution/E2UDTICE30QHF3 P ‘ [ & ]
Cache hehavior

Choose the cache behavior you would like this Lambda function to be assodated with.

Q- x| | ¢ |

CloudFront event
Choose one CloudFront event to listen for.

Origin responsa v ‘

Confirm deploy to Lambda@Edge
Deploy to Lambdag@Edge will create replica of lambda version in all regions

Lambda will add the necessary permissions for Amazon CloudFront to invoke your Lambda function from this trigger.
Learn more about the Lambda permissions model.

i Ty
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56 Click "Distributions"

aWs i services

B Ec2 @ AWSFIS

CloudFront

itions
Policies
Functions

What's new NEW

¥ Telemetry
Monitoring
Alarms

Logs

¥ Reports & analytics

Cache statistics

57 Click this button.

aWS 3 services

B Ec2 & AWSFIS

# Application Composer

#| Application Composer

Qa 6B 4 @

%3 AWS Elastic Disaster Recovery

General Origins

Details

{2 Distribution domain name copied

me

Global »

# s3

[P d1hcaSkyvuxewq.cloudfro

nt.net

L T H ]

Q B & O

%3 AWS Elastic Disaster Recovery

&l 53

@ CloudFront

Behaviors

ARN

CloudFront » Distributions » E2UDTICE3OQHF3

E2UDTICE3OQHF3

sanjeewa (@ devopswithlasantha »

& CodePipeline &

| View metrics

Error pages »

arn:aws:cloudfront:;: 93274
754917 4:distribution/E2UDTI

CESOQHFS

Global =

@ CloudFront

sanjeewa @ devopswithlasantha »

T CodePipeline & 140 >

CloudFront

Distributions
Policies
Functions

What's new NEW

¥ Telemetry
Monitoring
Alarms

Logs

¥ Reports & analytics

Cache statistics

Made with Scribe - https://scribehow.com

CloudFront % Distributions

Distributions (2) info

|
N

| Create distribution
|

Q Search all distributions

O ID
0 E2UDTICEZOQHFS

L ETNAVWIFWIGIF

v |

Descrip...

Personal ...

v |

Type -

Production

Production
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58 Inanew tab, navigate to d1hcaSkyvuxcwg.cloudfront.net

59 Right-click "Lambda@Edge Demo"

Lambda@Edge Demo

60 In Web Browser open Inspect section. Next, could you check the in-network
section. You can see the newly added headers. Ex : strict-transport-security,
x-content-type-options.
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